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What is C|EH Master : 

 
Certified Ethical Hacker C|EH Master is the next evolution of the world-renowned Certified Ethical Hacker program and a logical ‘next step’ for those 
holding this prestigious certification. C|EH is meant to be the foundation for anyone seeking to be an ethical hacker. The C|EH Practical Exam was 
developed to give ethical hackers the chance to prove their ethical hacking skills and abilities. Earning the C|EH Master designation is your way of 
saying, “I learned it, I know it, I proved it.” 

To earn the C|EH Master designation, you must successfully demonstrate your knowledge of Ethical Hacking through two distinctly different proving 
grounds. First, you must attempt and successfully pass the ANSI Accredited Certified Ethical Hacker (C|EH) multiple choice exam. Once you complete 
this first step, you can move on to the second part of earning the Certified Ethical Hacker Master designation, the C|EH Practical Exam. 
 
Prerequisite: 
Participants should be familiar with : 

• Basic computer literacy & Basic PC operating system navigation skills  
• Basic Internet usage skills & Basic IP address knowledge 
• Understanding of network fundamentals 

Training Methodology & Materials: 
• Practical hands-on sessions, 70% lab-based and 30% theory-

based. 
• Additional and well-designed labs handouts are given to enhance 

further enhance the courseware given.  

e-Certificate Of Attendance: 
e-Certificate of Attendance will be awarded to participants completing the course achieving minimum 75% attendance. 

Training Duration: 
Full-Time : 5 Weekdays or 5 Sats        Part-Time: 10 Sessions (Mon,Wed,Fri)    
Time : 9am - 6pm                                 Time: 6.30pm-10.30pm 
 

Course Fee: 
Normal Course Fee: S$2500   
Promotion Course Fee: S$2250 (valid till 31Dec2023) 

Regn fee of S$50 and exam proctor fee of S$80 (for CEH Exam) are 
chargeable. All fees subject to prevailing GST.  

• Promotion fee includes 1 CEH Exam voucher 
• Promotion fee includes 3 free CEH Exam Retake (Exam proctor fee of 

S$100, subject to GST, chargeable for each retake) 
• Promotion fee excludes CEH Practical Exam fee @ S$450 before GST 
• Course is eligible for SkillsFuture Funding / SkillsFuture Credit Claims / 

PSEA 
 

Certified Ethical Hacker C|EH Certification Exam 

This course will help the participants to prepare for the C|EH Exam (Multiple 
Choice Exam). Exam Code: 312-50 (Pearson VUE). 

Certified Ethical Hacker C|EH Practical Exam 

This course will help the participants to prepare for the C|EH Practical Exam. 

About the C|EH Practical Exam: 

C|EH Practical Exam is a 6-hour, rigorous exam that requires you to demonstrate the application of ethical hacking techniques such as threat vector 
identification, network scanning, OS detection, vulnerability analysis, system hacking, web app hacking, etc. to solve a security audit challenge. 
The hands-on-exam will test you to your limits in unearthing vulnerabilities across major operating systems, databases and networks. You will be presented 
with various scenarios and will be asked to demonstrate the application of the knowledge acquired in the certified ethical hacker course to find solutions 
to real-life challenges. 
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DETAILED  COURSE  OUTLINE 

Module 01: Introduction to Ethical Hacking 
1.1   Information Security Overview 
1.2   Hacking Concepts 
1.3   Ethical Hacking Concepts 
1.4   Information Security Controls 
1.5   Information Security Laws and Standards 

Module 02 : Footprinting and Reconnaissance 
2.1   Footprinting Concepts 
2.2   Footprinting through Search Engines 
2.3   Footprinting through Web Services 
2.4   Footprinting through Social Networking Sites 
2.5   Website Footprinting 
2.6   Email Footprinting 
2.7   Whois Footprinting 
2.8   DNS Footprinting 
2.9   Network Footprinting 
2.10 Footprinting through Social Engineering 
2.11 Footprinting Tools 
2.12 Footprinting Countermeasures 

Module 03 : Scanning Networks 
3.1   Network Scanning Concepts 
3.2   Scanning Tools 
3.3   Host Discovery 
3.4   Port and Service Discovery 
3.5   OS Discovery (Banner Grabbing/OS Fingerprinting) 
3.6   Scanning Beyond IDS and Firewall 
3.7   Network Scanning Countermeasures 

Module 04: Enumeration 
4.1  Enumeration Concepts 
4.2  NetBIOS Enumeration 
4.3  SNMP Enumeration 
4.4  LDAP Enumeration 
4.5  NTP and NFS Enumeration 
4.6  SMTP and DNS Enumeration 
4.7  Other Enumeration Techniques 
4.8  Enumeration Countermeasures 

Module 05: Vulnerability Analysis 
5.1  Vulnerability Assessment Concepts 
5.2  Vulnerability Classification and Assessment Types 
5.3  Vulnerability Assessment Tools 
5.4  Vulnerability Assessment Reports 

Module 06: System Hacking 
6.1  Gaining Access 
6.3  Escalating Privileges 
6.3  Maintaining Access 
6.4  Clearing Logs 

Module 07: Malware Threats 
7.1   Malware Concepts 
7.2   ATP Concepts 
7.3   Trojan Concepts 
7.4   Virus and Worm Concepts 
7.5   Fileless Malware Analysis 
7.6   Malware Analysis 
7.7   Malware Countermeasures 
7.8   Anti-Malware Software 

Module 08: Sniffing 
8.1   Sniffing Concepts 
8.2   Sniffing Technique: MAC Attacks 
8.3   Sniffing Technique: DHCP Attacks 
8.4   Sniffing Technique: ARP Poisoning 
8.5   Sniffing Technique: Spoofing Attacks 
8.6   Sniffing Technique: DNS Poisoning 
8.7   Sniffing Tools 
8.8   Sniffing Countermeasures 

Module 09: Social Engineering 
9.1   Social Engineering Concepts 
9.2   Social Engineering Techniques 
9.3   Insider Threats 
9.4   Impersonation on Social Networking Sites 
9.5   Identify Theft 
9.6   Social Engineering Countermeasures 

Module 10: Denial-of-Service 
10.1  DoS/DDoS Concepts 
10.2  Botnets  
10.3  DoS/DDoS Attack Techniques 
10.4  DDoS Case Study 
10.5  DoS/DDoS Attack Countermeasures 

Module 11: Session Hijacking 
11.1  Session Hijacking Concepts 
11.2  Application Level Session Hijacking 
11.3  Network Level Session Hijacking 
11.4  Session Hijacking Tools 
11.5  Session Hijacking Countermeasures 

Module 12: Evading IDS, Firewalls and Honeypots 
12.1  IDS, IPS, Firewall and Honeypot Concepts 
12.2  IDS, IPS, Firewall and Honeypot Solutions 
12.3  Evading IDS 
12.4  Evading Firewalls 
12.5  Evading NAC and Endpoint Security 
12.6  IDS/Firewall Evading Tools 
12.7  Detecting Honeypots 
12.8  IDS/Firewall Evasion Countermeasures 

Module 13: Hacking Web Servers 
13.1  Web Server Concepts 
13.2  Web Server Attacks 
13.3  Web Server Attack Methodology 
13.4  Web Server Attack Countermeasures 
13.5  Patch Management 

Module 14: Hacking Web Applications 
14.1   Web Application Concepts 
14.2   Web Application Threats 
14.3   Web Application Hacking Methodology 
14.4   Web API, Webhooks and Web Shell 
14.5   Web Application Security 

Module 15: SQL Injection 
15.1   SQL Injection Concepts 
15.2   Types of SQL Injection 
15.3   SQL Injection Methodology 
15.4   SQL Injection Tools 
15.5   Evasion Techniques 
15.6   SQL Injection Countermeasures 

Module 16: Hacking Wireless Networks 
16.1   Wireless Concepts 
16.2   Wireless Encryption 
16.3   Wireless Threats 
16.4   Wireless Hacking Methodology 
16.5   Wireless Hacking Tools 
16.6   Bluetooth Hacking 
16.7   Wireless Attack Countermeasures 
16.8   Wireless Security Tools 

Module 17: Hacking Mobile Platforms 
17.1   Mobile Platform Attack Vectors 
17.2   Hacking Android OS 
17.3   Hacking iOS 
17.4   Mobile Device Management 
17.5   Mobile Security Guidelines and Tools 

Module 18: IoT and OT Hacking 
18.1   IoT Hacking  
18.2   IoT Concepts 
18.3   IoT Attacks 
18.4   IoT Hacking Methodology 
18.5   IoT Attacks Countermeasures 
18.6   OT Hacking 
18.7   OT Concepts 
18.8   OT Attacks 
18.9   OT Hacking Methodology 
18.10 OT Attacks Countermeasures 

Module 19: Cloud Computing 
19.1   Cloud Computing Concepts 
19.2   Container Technology 
19.3   Serverless Computing 
19.4   Cloud Computing Threats 
19.5   Cloud Hacking 
19.6   Cloud Security 

Module 20: Cryptography 
20.1   Cryptography Concepts 
20.2   Encryption Algorithms 
20.3   Cryptography Tools 
20.4   Public Key Infrastructure (PKI) 
20.5   Email Encryption 
20.6   Disk Encryption 
20.7   Cryptanalysis 
20.8   Cryptography Attacks Countermeasures               
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